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As a smart home device developer, you’re likely 
closely following the Connectivity Standard Alliance 
(CSA) in their effort to make the promise of the in-
dustry-unifying Matter standard a reality.

In anticipation of the expected specification release, 
we recently brought together a panel of experts to 
provide insight on a variety of Matter-related topics. 
Hosted by Stacey Higginbotham of Stacey on IoT, 
panelists from Google, Amazon, the CSA, DigiCert, 
Schneider Electric, Wemo, and Silicon Labs dis-
cussed the capabilities and potential they’re most 
excited about, and what the standard will mean for 
device developers and consumers. 

To provide more information on the topics discussed 
during this panel and answer some of the most 
common questions we hear from developers, we’ve 
updated our Matter FAQs to reflect the latest opin-
ions, thoughts, and expectations for Matter. 
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There are a number of benefits of the Matter standard beyond interoperability, but three of the 
biggest benefits the industry should be excited about are simplified device setup, significantly 
better reliability and latency since Matter is a local IP-based protocol, and improved security
through standardization. 

We have heard a lot about Matter enabling interoperability 
across different smart home device platforms. Beyond this, what 
other benefits will Matter bring to smart home devices?

What will happen to other smart home standards, such as Zigbee 
and Z-Wave, that I just used in my latest device designs? 

Can Wi-Fi and Thread Matter devices communicate?

https://www.silabs.com/wireless/zigbee/efr32mg24-series-2-socs�https://www.silabs.com/development-tools/wireless/efr32xg21-wireless-starter-kit� https://www.silabs.com/wireless/zigbee/efr32mg12-series-1-socs�
https://www.silabs.com/wireless/wi-fi/wf200-series-2-transceiver-ics/device.wf200 https://www.silabs.com/development-tools/wireless/wi-fi/rs9116x-db-evk-development-kit

Matter will be compatible with other smart home protocols through Matter bridges. These devices 
can translate from Matter to other protocols, such as Zigbee or Z-Wave, allowing contuined use of 
existing devices in the home.  Many existing bridge devices in the home can be upgraded to Matter 
to take advantage of the new technology.

In addition, Silicon Labs is developing a new bridge solution known as the Unify SDK that will bridge 
Matter and other technologies.

Yes, devices on Wi-Fi, Ethernet and Thread can all run Matter and communicate with one another
using IPv6. Silicon Labs has developer kits for Matter Wi-Fi using our WF200 and RS9116, as well as

Thread based kits using our EFR32MG24, EFR32MG21, and EFR32MG12.  

https://www.silabs.com/development-tools/wireless/wi-fi/rs9116x-db-evk-development-kit
https://www.silabs.com/wireless/zigbee/efr32mg24-series-2-socs
https://www.silabs.com/development-tools/wireless/efr32xg21-wireless-starter-kit
https://www.silabs.com/wireless/zigbee/efr32mg12-series-1-socs
https://www.silabs.com/wireless/matter
https://www.silabs.com/developers/unify-sdk
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How does Matter help developers and manufacturers ensure the 
security of IoT devices?

Once devices are operating in homes, how does Matter ensure 
devices continue to stay secure?
Security is a core tenant of Matter, including authentication of devices joining the network,
encryption of messages all the way to the destination, use of proven and standard cryptographic 
algorithms, and over-the-air (OTA) updates. Additionally, with Matter, secure connections can be 
unicast to one device or broadcast to many devices in the ecosystem to ensure that data arrives in 
a confidential and unaltered state at its intended destination. This is accomplished with a layered 
approach to authentication and attestation. Matter security is also self-contained, which means it 
does not rely on the security of communication technologies it runs on top of. Security measures 
adopted by technologies like Wi-Fi or Thread are an added level of protection.

The Matter Software Development Kit (SDK) was built by a large team of security-focused develop-
ers from across the industry, including Silicon Labs. It is fully open source, and the team continues 
working to establish a regular auditing and inspection protocol to monitor development changes. 
Matter focuses on provisioning of device identity and firmware security, and all Matter devices will 
include a unique identifier, similar to the way a website domain name or IP address works. Also, like 
a website, Matter devices will work with certificates that verify the device type and brand. Matter 
will also rely on public key infrastructure (PKI) to manage the certificates, and the certificate data 
will be stored on a secure enclave.

Furthermore, Silicon Labs’ Secure Vault prevents IoT ecosystem security breaches and protects 
intellectual property or revenue loss from counterfeiting. When combined with Secure Vault, Matter 
delivers state-of-the-art security that helps connected device manufacturers address escalating 
and ever-evolving IoT security threats.
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Today, a manufacturer may need to develop separate stock-keeping units (SKUs) for the products 
they are making for each ecosystem. For example, if a manufacturer is selling smart home switches 
for Amazon Alexa, Apple HomeKit, and Google Home, this would currently require three different 
SKUs, and often three independent products with distinct hardware and software. But with the 
Matter standard implemented across all these devices, device manufacturers only need a single 
SKU per product, reducing development and production time and costs and simplifying the entire 
supply chain.

While some newer devices might be able to gain Matter functionality through OTA updates, in 
general, bridges will be the best way to take systems built using other standards, such as Zigbee, 
and bring them into Matter. One of the goals of the CSA now is to encourage hub makers to work on 
building out this bridge functionality.

CSA members are working to finalize the specification, certification process, testing tools, and a 
software development kit (SDK) for Matter that is stable, deployable at scale, and meets market 
expectations for quality and interoperability. The current goal is to be ready in fall 2022.  

 

 

 How will I be able to develop and certify Matter devices?

Will existing pre-Matter devices be able to connect to the Matter 
ecosystem?

As smart home device manufacturers, how does the release of 
the Matter standard benefit us?



With Wi-Fi Matter devices get native IP connectivity to the cloud using the existing Wi-Fi 
infrastructure already available. Matter also adds additional security on top of the robust security 
available with Wi-Fi such as WPA2/WPA3, enabling a higher degree of security for Matter devices.  
Additionally with Silicon Labs Wi-Fi solutions that offer ultra-low power capabilities, Matter devices 
can be designed to be battery operated and get long battery life with always on Wi-Fi connectivity 
to the cloud. 

What are the benefits of developing Matter over Wi-Fi?

What is Matter multi-admin feature and how will it work for 
ecosystems?

If everyone is developing Matter-based devices, how can I 
differentiate my device?

Multi-admin is one of the core features of Matter as it provides users with the flexibility to configure 
multiple ecosystems to control their smart home however they want. In short, Matter devices can be 
connected to multiple platforms, apps, or other control points, giving each user in the smart home 
the flexibility to control devices how they prefer.

Even if all the device developers in your space are using the Matter protocol, there will still be plenty 
of opportunity to differentiate your devices. We believe some of the top ways to do this include the 
following:
•  Provide a highly reliable wireless experience by incorporating high transmit power and receiver             
    sensitivity into your device
•  Add more intelligence to make your device the most useful, time-saving option
•  Build-in energy efficient components to extend battery life
•  Use advanced IoT security options to build consumer trust
•  Make sure your devices are built to last and incorporate capabilities such as OTA updates
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What is a Matter controller, and can a smartphone be used as a 
Matter controller? 

Upon the initial launch of Matter, it seems that not all smart home 
devices will be capable of incorporating Matter. Is there a plan to
make it possible for additional devices to incorporate Matter in 
the future?  
Even while this first release of Matter is being finalized, CSA members are already engaging in 
efforts for the next wave of development that will involve additional device types. More organiza-
tions are joining CSA and alliance teams are already in place to support emerging spaces for Matter 
such as appliances, robotic vacuum cleaners, and video doorbells. 

Matter is a local protocol, and any entity directly controlling a Matter device must be local too. In 
Matter, these are called controllers and serve as the ’brains” for your smart home, managing 
communications, control, automation, and often remote access. A controller is not a type of physical 
device but rather the role of a device in Matter. In fact, controllers can and will be built into many 
existing devices already in consumers’ homes. Google, Amazon, Samsung SmartThings, and others 
have announced that many of their existing devices will be upgraded to become Matter controllers 
that can handle local communications between all Matter devices on the network, run routines, and 
will even likely act as a bridge for Thread devices. 

Many Matter controllers, particularly from the major platforms, are built into “resident devices” — 
that is, a device that is always in the home, plugged in, and connected to the Internet. This enables 
users to control their Matter devices both at home, and remotely, through the resident Matter 
controller. 

That said, it’s possible for a mobile device, or even a specific app to be a Matter controller, and 
many will be. However, those devices and apps may not always be running or connected, and 
certainly won’t always be local to the home. So, while they’re great for controlling devices at home, 
users will want a resident Matter Controller for remote access. 

https://www.silabs.com/wireless/matter


https://www.silabs.com/wireless/matter�

https://workswith.silabs.com/�

8

www.silabs.com/matter

What about industrial and commercial uses of Matter, will this be 
possible?

How is Silicon Labs supporting Matter?

silabs.com/matter

Get involved

For more educational and technical resources on Matter, visit  
silabs.com/matter.

Since Matter is an IP-based protocol, buildings that incorporate Matter devices can leverage the 
building’s existing IP infrastructure to deploy various building automation standards over the 
corporate IP infrastructure. This is a big advantage for anyone in charge of IT security within a 
commercial or industrial space because Matter does not require securing and maintaining a separate 
network for IoT device control. With Matter devices, it is possible for system integrators and building 
automation managers to connect electrical, mechanical, and lighting systems inside a building using 
a single unified platform. While industrial and commercial use cases are not the focus of this first 
release of Matter, is work being done today by CSA members to ensure building automation and 
management will be able to function as simply as your smart home. 
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Matter is an open-source project available to anyone to evaluate. If you’re interested in helping 
develop the standard, you can become a member of the CSA. You can learn more about developing 
with matter by visiting silabs.com/matter. For more information about joining CSA, visit https://c-
sa-iot.org/become-member/

Silicon Labs has strong expertise in the wireless protocols supporting the Matter standard such as 
Thread, Wi-Fi, and Bluetooth, and offers a range of Matter-compatible silicon, software, and 
development tools. We are driving Matter development forward as one of the largest code 
contributors and we’ve been involved in the project from its inception. 

To learn more about the benefits of Matter and hear this discussion in its entirety, check out the 
Building Devices with Matter panel discussion, or register for works with 2022, where we will have a 
dedicated track dedicated to Matter. 
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